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Disclaimer and/or Legal Notices:  

The information presented herein is for informational purposes only. While every attempt has 

been made to verify the information provided in this report, neither the author, the publisher, 

nor any affiliates/partners assume any responsibility for errors or omissions. Any slights of 

people or organizations are unintentional. Any trademarks, screen-shots, website links, 

products and services mentioned herein are copyrighted by their respective owners. This report 

has been distributed with the understanding that we are not engaged in rendering technical, 

legal, accounting or other professional advice. If advice concerning legal or related matters is 

required, the services of a fully qualified professional should be sought. We do not give any kind 

of guarantee about the accuracy of information provided. In no event will the author and/or 

marketer be liable for any direct, indirect, incidental, consequential or other loss or damage 

arising out of the use of the information in this document by any person, regardless of whether 

or not informed of the possibility of damages in advance. 

The links to the products I mention in this report are done with affiliate links, for which I receive 

compensation if you make a purchase. I have purchased and used these products and give them 

my recommendation based on actual use and experience. 

Terms of Use  

You are given a non-transferable, “personal use” license to this product. You cannot distribute 

it or share it with other individuals. Also, there are no resale rights or private label rights 

granted when purchasing this document. In other words, it's for your own personal use only.   
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Facebook the most popular website on the Internet! 

It seems that everyone is on Facebook - that is, everyone except my Grandma, 

who refuses to get on "Face Space!"  

Facebook sits behind Google as the second most visited website on the Internet. 

Without a doubt, Facebook is an industry leader and trendsetter. They often set 

the standard that other websites and businesses follow. 

As an Internet Marketer, you NEED to have a strategy for using Facebook. The 

times and strategies are changing rapidly. In the very recent past, Internet 

marketing strategies primarily revolved around using Google. More recently social 

media platforms, Facebook especially, have really added another dimension and 

an entire new set of strategies to the mix. 

Your marketing possibilities and more importantly, creating great connections 

and relationships with your customers, have greatly expanded! 

Facebook Pages 

Facebook Pages are the best way to get your message to the Facebook masses. It 

is not only a secondary source for traffic but a dynamic resource for interacting 

with your customers.  

On March 11, 2011, Facebook switched its primary scripting language from 

Facebook Markup Language (FBML) to iFrames. FBML is a very static format and 

limits what you can do with your Pages.  

In contrast, iFrames provides you with the potential to create more dynamic and 

personalized Pages.  

With iFrames you can host files on your websrver and then display them within 

Facebook. You can use HTML, CSS, or even WordPress themes to create pages 

that are unique and branded to your business.  
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Without getting too techie, iFrames by creating an App, short for application, 

which is how people are able to place content on Facebook. Games like Farmville 

are applications. After you create your own App you use it to read and display 

files located on your server within Facebook. If you update a file on your server 

the App then updates your Facebook Page as well. 

Once you get the iFrame App all set up, it is really user friendly and customizable.   

Viewing Facebook on a Secured Browser 

Facebook also recently started to recommend that its users use a secured 

connection to view Facebook. In fact, all Apps must be hosted on a secured server 

beginning October 1, 2011. This is being done to help protect user’s privacy from 

the bad guys out there trying to steal from you.  

While this is a good thing, meant to protect Facebook's members, it also impacts 

how your Pages are delivered. Chances are most Pages are currently served on a 

traditional web server. This means that the data is being broadcast using an 

unsecured protocol.  

So if a Facebook member has opted to use the secured Facebook option when 

they go to your site they will see this: 
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What do you think the visitor is going to do when they see this?  They are going to 

click the cancel button and move on. Probably not giving your Page another 

thought. 

If you do not want to lose a potential viewer and consequently a possible sale 

then you need to have your iFrame data being broadcast over a secured 

connection using SSL Protocol.  

What is an SSL and Why Should you Care? 

SSL, or Secure Sockets Layer, is a protocol that provides secure communication on 

the Internet. This is something you usually see when you log into your bank 

account or are sending money via PayPal. Anything that involves the exchange of 

money online is usually done over SSL. 

Facebook is recommending users to use secured connections and Google beta 

testing a SSL search page, SSL will become the norm rather than the exception.  
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You can be proactive and get your Pages secured now, or you can be left 

scrambling to catch up. This report will show you how to get on the SSL 

bandwagon.  

There are several steps you need to perform and they can be easy to mess up. 

Luckily, once you are done with the steps and the SSL is in place you are all set. 

Then it is just a matter of renewing your SSL every year.  

Setting up a SSL 

Unfortunately, setting up an SSL isn’t just a matter of checking a box on your 

website. It isn’t even as easy as setting up WordPress for your website.  

There are several steps you need to go through in order to get your website set 

up with a SSL Certificate. In short you need to do the following: 

• Order the appropriate SSL Certificate 

• Set up a Certificate Signing Request (CSR) on your web server 

• Validate your website and Editor Email 

• Enter the settings of your CSR, SSL Certificate, and SSL CA Certificate 

• Enter all the same information with your web server host 

• Wait for everything to be installed  

• Enjoy your new SSL 

That is a quick rundown of what you need to do and there are some secondary 

steps you need to perform, but as you can see it is a pretty detailed process.  

Fortunately, this report will walk you through the process step-by-step and show 

you how to set up a SSL on a Hostgator hosted website.  
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The First Step   

The first step in setting up your SSL is to purchase the actual SSL Certificate. The 

simplest way, and possibly one of the cheapest ways, to get an SSL is when you 

purchase your domain name.  

Specifically, when you buy your domain name through Namecheap you can check 

a box to order a SSL for only $1.99. 

 

If you want to order a SSL for a domain name you already own it is still pretty 

cheap to do using Namecheap.  

You will need to log in to Namecheap, then go to the SSL menu and order the 

Comodo Positive SSL. It is only $8.95 per year. 
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Of course, you can order your SSL Certificate from numerous places, so many that 

a full report could be created just for that. Do your homework. If you don’t use 

Namecheap, check with your preferred domain registrar.  

Also know that there are different levels of SSL Certificates ranging in cost from 

$8.95 to $139.00 per year. For Facebook Pages you only really need the basic 

form of an SSL, so don’t go crazy with the expensive options. 

Once you have purchased your SSL from Namecheap or your preferred domain 

registrar you will find them in your Account Profile under the SSL Certificates 

menu. 

 

Click on the SSL Certificates link and it will show you the list of SSL Certificates you 

have. If this is your first time then you will only see one.  

As you build more Facebook Pages. you may choose to host them on different 

domains so eventually you may have more than one.  
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Activate Your SSL 

Once you order the SSL you need to activate it. Click the “Activate Now” link next 

to your SSL Certificate to get started.  

 

The first option you need to choose when you activate your SSL is the server type. 

If you are using Hostgator you choose the Apache + Mod SSL or Cpanel. I have 

found that using the Cpanel option works just fine. 

 

After you select your server type you are going to be asked to enter your CSR key. 

This is generated from your Web Server Host.  
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If you are in a Hostgator Reseller account look on the left hand menu towards the 

bottom, there is an option to generate a SSL Certificate and Signing Request. Click 

here to get started generating your CSR Code. 

 

If you have a basic Hostgator account you need to go to account add-ons and then 

towards the bottom select Generate CSR Code to create your CSR Code. 
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Notice the “Very Complicated not Recommended” warning. It is because 

Hostgator wants you to pay them $50 to have them do it all for you!   

It isn’t that hard and don’t give them any more money. 

Filling out the CSR Form 

You need to have some information ready to fill out the CSR form. First you will 

need to enter your email and then create a password. It is a good idea to use an 

email from the actual domain where you are installing the SSL.  

An email that is good to use is, admin@yourdomain.com. You will need to create 

this later on to get the SSL verified faster.   

In the “Host to make cert for:” box enter the domain name for the website where 

you will be installing the SSL. 

Next you need to provide information about your location, company name, and 

company division. If you have a business name use that, and for company division 

you can put webmaster or something else related, or just leave it blank.  
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IMPORTANT: For keysize make sure you chose 2048 in the drop box. You must 

have it set to this for the SSL Certificate to work with your CSR. 

 

The information input is essentially the same for both Reseller and Addon 

accounts in Hostgator, the forms are just different. Here is what the Addon form 

looks like. 
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After you have entered all the information just click send and it will start 

processing your CSR. The CSR gets delivered to your email address so do not get 

confused when it doesn’t download.  

When the CSR arrives it will look like a bunch of letters in several rows. This is the 

code that will go into your SSL Certificate and it looks like this: 
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Note: I blurred out the actual code and email for privacy 

Copy the CSR Code into the SSL Form 

Next you need to go back to Namecheap and go to your SSL Certificate Page to 

finish setting up the administrative part of your SSL.  

Here you will paste your CSR Code into the “Enter CSR” box. 

 

Notice the warning box above the box, it points out that you need a CSR with 

2048-bit security to conform to modern standards. If you followed the steps so far 
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you are good to go. If you didn’t then go back and reissue the CSR Certificate 

using the 2048-bit security.  

SSL Email Approver 

Once you have submitted your CSR code then you need to set up the email 

approver for your SSL.  

It is a good idea to use an address with the domain you are actually installing the 

SSL on. If you don’t then your Whois information needs to be verified and this 

requires extra steps and time.  

It is faster to just create an email address for the specific domain. As I said earlier 

if you use the email, admin@yourdomain.com you won’t have a problem at all. 

TIP: Once you set up your email with your domain just have it automatically 

forwarded to your main email address. That makes it easy as you don’t have 

to login to a second email account. 
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After you submit your approver email you then enter your administrator 

information and email. This can be your everyday email and isn’t required to be 

verified so feel free to use any email you wish. 

 

You are now finished with the administrative setup up of the SSL Certificate order. 

After you submit your administrator email you will see where you are in the 

process.  
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Verification Email 

A verification email will be sent to you from Comodo Security Services, the SSL 

Issuer, this is to ensure that you own the email used for the SSL.  

 

In the email you will have a link to click to validate your email address but before 

you click the link make sure to copy the validation code. 
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When you click the link you are taken to a webpage where you paste your 

verification code and click submit. If it is successful you will get a success message 

and your SSL will be officially issued. 

 

You now have to wait to have the SSL Certificates emailed to you and then it is on 

to the last step! 
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Receiving your SSL Certificates 

Your SSL Certificates should be sent to you in a matter of hours and will come to 

you attached as a zipped file in the email. 

 

 

You want to download and unzip the attached SSL Certificates. The specific zip file 

you want to use is the one named exactly the same as your domain. Inside the 

zipped file you will find it contains four files. 

 

The two files you need are the ones titled “yourdomain_com/net/org” and 

“PositiveSSLCA”.  

Right click the files and open them in your preferred text editor where you will 

see the actual code for the two files. This will come in handy when you go to 

upload it to Hostgator.  
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Configuring the SSL with Hostgator 

You are heading down the home stretch now and are almost finished!  All you 

need to do is set the SSL up with Hostgator and have them finish the install (they 

have to finish the process). 

You need to go to the Hostgator SSL Install Page to finish the process. Hostgator 

isn’t always the best at giving you easy navigation. So to make it easy here is the 

direct link: 

https://secure.hostgator.com/installssl.php 

You need to fill in some more information that pertains to you and the website 

you are installing the SSL on. 
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You will also need to enter your Hostgator account login details so that they can 

install it in the backend of your account.  

The next three steps are the important part of this final step. You need to paste 

the code from three files into the appropriate boxes. The three files you will use 

are: 

• SSL Certificate  

• SSL CA Certificate 

• RSA Private Key 

The first two files are the ones that you unzipped from your email. The third file 

came in the email that had your CSR code.  

Right click the first file, SSL Certificate, and open it in your text editor. The file will 

look like this: 
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For EVERY file make sure you copy the text and characters before and after code, 

it will say BEGIN and END. This tells Hostgator where the code starts and finishes.  

If you don’t copy the begin and end text you will get an error email like this: 

 

Right click the second file, SSL CA Certificate, and open it in the text editor. Copy 

all the text and paste it in the second box.  

The code looks much like the SSL Certificate file so make sure you have the right 

one: 
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For the last code box go to your email that contained the CSR Code and scroll 

down until you find the code for the RSA Key.  

It will be the last code in the email and again looks similar to the other files: 

 

Now you inserted the code for all three files. Don’t worry, if you didn’t do it right 

Hostgator will email you and have you just email them the files.    

To complete the SSL installation you will need to get a dedicated IP address (if you 

haven’t done it already) for your website so that the SSL can work properly. This 

will cost $2 per month or $24 per year. Then just chose to pay $10 to Hostgator so 

they can complete the process. 
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That is it, you are all set!  Click submit and you will get a message that your order 

is processing and you will get confirmation in 12-24 hours.  

 

Once the process is completed you get an email that informs you that your SSL 

has been successfully installed. 

You can check this by going to your website by using the https URL. If it loads then 

it you know everything is working right. If it hasn’t been installed, or there is a 

problem you will get an error in your browser.  

Congratulations! If everything worked, you now have a website secured with an 

SSL where you can host your Facebook Pages securely. 

Bluehost SSL Setup 

If you are hosting with Bluehost the process is still the same. You just need to 

know where to look in your hosting to generate the CSR Key and where to insert 

the SSL Certificate.  

Once logged into your Cpanel account for Bluehost, scroll down to the Security 

Menu and click SSL/TSL Manager. 
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On the SSL/TSL Manager screen use the Private Keys link to generate your CSR 

code. 

 

At the bottom of the Private Key Menu select your domain and make sure to set 

your key size to 2048.  

 

Take the code that is generated and use that to order your SSL on Namecheap. 
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Upload your SSL Certificates 

Click the Certificates (CRT) link on the SSL/TSL Manager screen to upload your SSL 

Certificate. Then repeat the process for the SSL CA Bundle file.  

 

Note: Bluehost gives you the option to either paste the code from the SSL 

Certificate or upload the file. Either way is up to you.  

After you upload your SSL Certificate and CA Bundle you need to either call 

Bluehost or open a new support ticket to have them install the keys for you.  
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Shared SSL 

There is another way to secure your Facebook Pages and it is free. This is great if 

you are not able to spend the money on a private SSL or if your hosting account 

doesn’t allow for a private SSL.  

For instance, Hostgator’s hatching plan does not permit a private SSL.  

What you can use instead is what is called a shared SSL. This is something that is 

provided by most hosting companies at no extra charge.  

Hostgator and Bluehost both include shared SSL’s with their service.  

A shared SSL is a certificate that is tied to the hosting company’s server, rather 

than individual domains. So instead of having the SSL for http://yourdomain.com 

it would be something like the following: 

https://secure123.hostgator.com 

This would be for a Hostgator account and the numbers that follow secure in the 

URL are specific to the server your domains are hosted on. To get to your specific 

information you enter your login name for your cPanel at the end of the URL.  

The image below is from Hostgator and shows you how to enter your information.  

 

Note that the ### symbols should be replaced by the numbers of your specific 

server.  
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Your server name in Hostgator can be located on the main page of your cPanel at 

the bottom of the left hand menu, under “Account Information” 

For Bluehost users, the URL is similar except there aren’t any numbers tied to the 

server.  

You still use your cPanel login at the end of the URL with the tilde (~) symbol. So 

your shared SSL URL would look much like this: 

https://secure.bluehost.com/~username 

Now you know how to get to your server using the shared SSL. To get to your web 

content all you do is add the folder for your URL to the end of the address.  

To get to the folder you would enter the secured URL like this: 

https://secure123.hostgator.com/~username/yourdomain.com  

You do not need to put www before your domain as the server will know to go to 

that folder for your domain.  

Using a Shared SSL with WordPress and your Facebook Pages 

Using shared SSL’s with WordPress is not always the easiest and cleanest process. 

Because of this I always recommend investing in a private SSL and using one URL 

to host your pages.  

But if you aren’t able to do this you can still get a shared SSL to work with your 

WordPress websites.  

The first thing I recommend is installing another installation of WordPress on a 

subfolder of your domain. Most hosting companies let you install an unlimited 

amount of WordPress platforms on your domain and they operate on their own 

database so this perfectly ok to do.  
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For example you can have one WordPress installation on http://yourdomain.com 

and another on http://yourdomain.com/fbpages 

You probably are wondering why we are recommending a second install. This is 

because of two reasons.  

If you go to your website using the shared SSL domain you will find that it looks 

awkward and a lot of the images and CSS elements are missing. It is because the 

shared SSL is not being applied to all the folders in your WordPress install. (Don’t 

worry there is a fix to that). 

Second, you do not want your URL that shows your hosting server and your 

cPanel login name exposed to everyone. That leaves you wide open to attack 

from no good doers.  

So the solution is to have a second sub folder with the separate installation of 

WordPress that you use only for your Facebook Pages.  

After you install the new WordPress you do not have to get in-depth and make it 

look exactly like your main website.  

All you are going to do is install your plugin that will be used to create your 

Facebook pages along with one other plugin that helps WordPress use the shared 

SSL. 

Before loading those plugins there is one setting that you must change in the 

WordPress settings that direct WordPress to use your new shared SSL URL.  

Inside the admin screen for WordPress, at the bottom of the left menu bar, you 

will see a menu labeled settings. The first choice is “General”, click that and on 

the General Page you will change two things.  

The first item you change is WordPress address (URL). In this box you enter the 

URL to your shared SSL page.  



 

© 2011 Scott Ventures, LLC. - All Rights Reserved 

 

~ 32 ~ 

 

 

For example your secure URL would look like this: 

https://secure123.hostgator.com/~username/yourdomain.com/FBpage 

The second setting you change is the Site address (URL). All you do is copy the 

URL that you entered in the first box and paste it into the second.  

 

After that you save your settings test the URL to make sure it all worked out. 

When you go to your website using the secured SSL address it should look normal.  

If you get an error than you didn’t enter the URL correctly and you need to double 

check and redo the process.  

If everything worked out you have one last step to do.  

Go to the WordPress admin page and in the Plugins Menu click “Add New” 

 

On the Plugin Install page you want to enter the term “Wordpress HTTPS” into the 

search plugins box: 
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The first result will be the plugin you want to install. Click install and when that is 

finished activate the plugin. 

Once the plugin is activated there will be a new option under the Settings Menu 

for Wordpress HTTPS.  

 

On the WordPress HTTPS settings page you need to check one box so that you 

ensure that your WordPress installation is utilizing the shared SSL properly.  

Check the first box, next to Internal HTTPS Elements. This forces internal elements 

of your website to be viewed under HTTPS.  

The reason this is done is because WordPress is notorious for giving lots of 

browser errors when a shared SSL is used. By forcing all internal elements to be 

viewed under the HTTPS you eliminate most errors.  
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If you still get errors the plugin has a great FAQ page and discussion threads. Most 

often these will answer most every issue and the plugin creator is very active and 

helpful. So make sure to donate to the plugin if he solves your issue! 

 

Setting up your Facebook App and Page 

With WordPress properly configured you have one final step to complete so you 

can address the Facebook Security issue.  

You need to configure your Facebook App so that it is getting your server 

information from the secured URL for your website.  

I assume you know how to set up a Facebook App for your Page. If not there are 

many useful guides in the WSO section at Warrior Forum. You can also try 

searching YouTube, as there is a lot of useful content available there as well.  

Setting up your secured pages is really simple, and in a few steps you will have 

your Page set up to comply with the new Facebook rules.  

You want to click “Edit Settings” next to the “Settings” section on the main page 

for the App you created for your Page. 

The screenshot on the following page shows you what the page looks like and 

where you want to click.   
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On the Edit Settings Page you need to enter the URL that points to your website 

using the shared SSL. This needs to be the full URL and not just the domain. It will 

look something like this: 

https://secure123.hostgator.com/~username/yourdomain.com/FBpages/MyAwe

somePage/ 

Notice the last portion of the URL. It is the full URL for your actual post/page for 

your Page. The easiest way to get this is to go to your page in your browser and 

copy and paste the URL starting at /yourdomain.com 

Also note that there is a forward slash (/) at the end of the URL. You must have 

that because it tells Facebook that is the end of the folder.   

You enter this URL in two locations. The first is in the “Secure Canvas URL” under 

the App on Facebook section.  The second location is in the “Secure Page Tab 

URL” under the Page Tab section. 

The settings page will look similar to the screenshot on the following page. 
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That is all you have to do! Once you input your new secured page URL’s and click 

save your Pages are now in compliance with Facebook Secured Browsing Rules.   
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Social Server 

If a Private or Shared SSL are not available to you, or you just do not want to go 

through the hassle, then there is one other service we can direct you to.   

The website Social Server is a free utility that lets you secure your Facebook Pages 

through their servers.   

To sign up for the service you click the register a free account here button on the 

home page of the website.  

 

This will take you to their Facebook Page where you can complete the sign up 

process.  You just enter your basic information and complete the captcha and 

register.  

After you register you just login on the same Facebook Page where you are then 

taken to a screen to enter your URL for the Fan Page you need to secure.  Once 

you enter the URL click the green check mark and you are all set.   

Social Server then encrypts the page and gives you a new URL to place in the App 

settings where it asks for your Secure Canvas and Page locations.   
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The big downfall for this method is you have no control over how your page is 

secured.   
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You are at the mercy of the owners of Social Server. So if they shut down their 

service then your secured pages are no longer secure.   

Or they may start to charge for their service and then you are forced to either pay 

a monthly fee or find a new solution.   

While this may be a convenient and easy solution to implement just be prepared 

if this service makes changes in the future.   

There is nothing worse than having visitors to your page only to find there is no 

content! 

  



 

© 2011 Scott Ventures, LLC. - All Rights Reserved 

 

~ 40 ~ 

 

 

Final Comments 

Hopefully this guide helps you get a SSL Certificate set up on your server and you 

are well on your way to having a secured Fan Page.  

The processes described are a bit involved but if you take your time and have 

some patience you will figure it out.  

If you find yourself still struggling then I can install the SSL Certificates for you. I 

charge $19.95 for the install and you can order an installation by visiting: 

http:/fbsecured.com/ssl-install/ 

Give it a try yourself first though as I know you can do it!   


